


American International College’s mission is “to provide a quality, trans
forming education to a diverse body of undergraduate and graduate
students for life long leadership and success in a global environment.”
To ensure that this endeavor is ful lled communication systems

must be available to provide students access to the latest research
and resources while allowing faculty and administrative employees

to access collaboration tools and enterprise software. Over the past
several years the College’s communications and network infrastructure
had became outdated and incapable of ful lling the growing require
ments of students, faculty and college administration. Vincent Maniaci,
the new president of AIC, wanted to improve the way students, faculty
and sta communicated, collaborated, worked, taught and learned.

He made funds available to the IT group to design and install a
technologically advanced network that would provide the campus with
a cutting-edge, secure, communication environment.

The primary goal of the project was to provide students, faculty
members, and college administration with broadband Internet access
while they were on campus creating a collaborative learning and
working environment. A simple, but secure login process to access the

network was a requirement. The college also wanted to allow end-users

access to the network no matter where they were located on campus.
This mandate would require building a broadband wireless network
(BWN) Wi-Fi that would blanket all fty-two acres and integrate into a
new hardwired infrastructure as well.

challenges

The network deployment had several obstacles. The main challenge
was to install a brand new Wi-Fi network while keeping the old hard-
wired system intact and functioning because both administrative sta
and students required network access without experiencing downtime.
This posed an interesting challenge as the network literally had to

be torn apart and rebuilt with a new Internet delivery system without
exposing end-users to downtime.

Another obstacle was to install and integrate a management and
control system that would provide centralized authentication and
Internet access for students, faculty and college employees while being
exible enough to manage bandwidth allocation and prioritize access
by groups. Bandwidth consumption varies greatly depending on time

of day. Students consume huge amounts of bandwidth across their
activities--gaming, music downloads, and peer-to-peer social site--
mandating bandwidth allocation by user, time of day, and protocol.

Finally, the solution needed to be cost-e ective due to budget
constraints. The allocated budget included not only purchasing the
equipment needed to replace the existing wired infrastructure but also
purchasing equipment to build a wireless network as well as 200 new
computers for faculty and administration.

a premier networking solution

The AIC solution consists of two segments; Wi-Fi service delivery
infrastructure, network management and control systems, and WAN
access. The College created a state-of-the-art mesh network across its
fty-two acre campus that consisted of 150 Cisco access points and 50
switches and Motorola Canopy equipment to provide the backhaul. The
new Wi-Fi network covers 97% of the campus, both indoor and outdoor.
At the heart of this wireless network, sitting between the Wi-Fi service
delivery equipment and the Internet uplinks, sits the rXg turn-key
gateways which all network tra ¢ must pass through.

The rXg turn-key gateway is an “all-in-one solution” speci cally designed
for networks like AIC’s where performance, security, and simplicity are
required. The rXg turn-key gateway takes the place of the traditional
computer room equipment used to provision corporate and public
networks. The college’s service delivery philosophy takes advantage of
the rXg turn-key gateway features used to manage and control their
system.

According to Bill Seretta, Chief Information O cer at AIC, “the rXg
turn-key gateway was chosen because of its ability to provide an all-in-
one network management, authentication and security enforcement
solution.”
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To facilitate the authentication and login process for students, faculty
and college administration AIC utilizes the rXg turn-key gateway’s
captive portal. The captive portal serves up a web page to anyone
seeking access onto the network. This web page can provide links
to di erent college websites, campus news, event announcements
while providing an area for login and authentication to the network.
To authenticate end-users simply enter their assigned user ID and

password. The system knows who they are and what services and groups

they belong to. Examples of these services are; amount of bandwidth
allocated to a user, types of tra ¢ they can access, and times they are
allowed access and how much bandwidth they are allocated.

To prevent unauthorized access into the system and to provide network
security the rXg turn-key gateway protects the network and end-users
against viruses and attackers with behavioral anomaly detection and
automatic quarantine and/or blackholing. The college also has the ability
to restrict access to certain types of sites based upon type of tra ¢ and
source.

The rXg turn-key gateway functions as an all-in-one solution that
centralizes numerous functions and provides many more background
functions to service the network (e.g. routing, DHCP, DNS, HTML-injec
tion, forced browser redirect, web caching, packet capture, etc.) while
maintaining an airtight security system. The rXg turn-key gateway’s
“all-in-one” approach not only simpli es the network but dramatically
reduces capital equipment expenditures and eliminates the need for
purchasing multiple maintenance contracts. The AIC installation includes
a pair of rXg turn-key gateways — one to serve as the primary network
and management control device and the second to serve as a backup
unit.

This is an exciting deployment and one we are proud to be a part of,”
said Keenan Klinger, RG Nets CEO. “Building such an advanced network
in such a short time is a tribute to the AIC technical sta and all the
vendors it selected for the deployment. It is a truly well architected and
implemented solution.”

The new network truly enables a collaborative environment between
faculty, sta, and students that didn't exist previously. Third-party
software such as FirstClass for AIC’s Virtual Campus enabled the college
to develop an e-learning community that allow educators, sta, and
students to e ectively communicate, collaborate, manage information

and share knowledge.

value & bene ts

— one network (accessible via wireline or wireless distribution) that is
available to the entire campus including faculty, students, and college
employees

— Yellowjacket fans around the world can watch their team via the Web
with live streaming video feeds — with the new Wi-Fi network in place
access to viewing athletic competition is just a mouse click away.

The AIC’s Yellowjacket athletic teams, a member of the NorthEast-10
Conference, streams videos of their sports activities via www.ne-10.
tv. The RG Nets turn-key gatway can easily prioritize the demands
required by streaming media based upon the Quality of Service (QoS)
feature. QoS allows network administrators to prioritize access by
groups so when the college wants to push streaming video they can
be assured a fast feed by placing the video at a higher priority

— exceptional system performance and dependability due to the
high-availability rXg con guration which ensures there is no single
point of failure and that scheduled or unscheduled downtime has
minimal impact

— decreased cost of ownership — less administrative and support
time needed for AIC to maintain a complete networking infrastructure
solution

— exible architecture design of the rXg turn-key gateway will enable the
College to expand services quickly as its user base grows

— all-in-one solution provides network security, management and
authentication

— foodservices (operated by ARAMARK) installed its rst wireless cash
register on the AIC campus and is delighted with the speed and
reliability of the delivery system. Information from registers can be
monitored by the administrative o ce ensuring best-of practices
in bookkeeping making it the most advanced network of its type in
academia



